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INTRODUCTION

ScriptLogic is a leading global provider of systems lifecycle management solutions spanning
physical, virtual and terminal environments enabling IT professionals to proactively save time, increase
security, and maintain regulatory compliance through the seamless management of Windows desktops,
servers, and Active Directory. More than 22,000 customers of varying size and industry use ScriptLogic
solutions to manage approximately 5.2 million desktops and servers every day.

ScriptLogic’s software solutions help many different types of enterprise comply with the
requirements arising from government legislation. The aim of this document is to highlight ways in
which ScriptLogic solutions can be used to bring Microsoft Windows-based IT systems into line with the
requirements of the Payment Card Industry (PCI) Data Security Standard.

PCI - BACKGROUND

Over the last several years, a number of retailers, banks, service providers and credit card
companies have experienced breaches in security resulting in the obtaining of personal and financial
data that customers have knowingly or unwittingly entrusted to these firms. Several large, well-known
institutions and brands have been boldly exposed in the media and pummeled in the financial markets
after major data security breaches within their organization were revealed.

In response, the payment card industry itself developed a security initiative broader in scope
and more granular in its requirements than any government-sanctioned regulatory compliance standard
might have imposed. The Payment Card Industry Data Security Standard is a comprehensive security
standard that establishes common processes and precautions for handling, processing, storing and
transmitting credit card data.

In September of 2006, a group of five leading payment brands including American Express,
Discover Financial Services, JCB, MasterCard Worldwide and Visa International jointly announced
formation of the PCl Security Standards Council, an independent council established to manage ongoing
evolution of the PCl standard. Concurrent with the announcement, the council released version 1.1 of
the PCl standard.
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SECURITY PRINCIPLES AND REQUIREMENTS

The security principles of the PCI Data Security Standard include a number of requirements that
ScriptLogic software solutions help organizations to comply with. The table below highlights some of the

security requirements together with examples of typical operations IT administrators would perform in
order to enforce those safeguards within a Microsoft Windows network utilizing ScriptLogic solutions:

Control Objective Requirement

Section Action Required

Build and Maintain a Install and Maintain a Firewall 1.2 Configure the Windows XP
Secure Network Configuration to Protect Firewall
Cardholder Information
Disable unnecessary 2.2.2  Manage Windows services
services
Maintain a Vulnerability  Protect against malicious 5.1.1  Actively scan for known spyware
Management Program software on desktops
Ensure that all system 6.1 Patch Windows desktops and
components and software servers for both Microsoft and
have the latest vendor- 3"-party products
supplied security patches
Testing of all security 6.3.1  “Sandbox” patch deployment on
patches before desktops to properly test
deployment
Implement Strong Limit access to computing 7.1 Search for inappropriate
Access Control Measures resources and cardholder permissions in Active Directory
information to only those
individuals whose job Establish security roles to
requires such access. ensure appropriate access is
granted via Active Directory
Collect and Report on security
settings, exceptions and trends
Establish appropriate security
settings in file systems, registry,
shares, printers, databases and
SharePoint sites
Establish a mechanism for 7.2 Establish new permissions,
systems with multiple users including Denials, without
that restricts access based needing to overwrite existing
on a user’s need to know, permissions
and is set to “deny all”
unless specifically allowed.

(Continued on next page)
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Principle Requirement Section Action Required
Assign a unique ID to Control the addition, 8.5.1  Establish proper delegation
each person with deletion, and modification within Active Directory
computer access of user IDs, credentials, and
other identifier objects. Audit Active Directory activity
Remove inactive user 8.5.5 Report on inactive users
accounts at least every 90
days
Change user passwords at 8.5.9  Centrally modify passwords on
least every 90 days Windows service accounts
Lock workstation after 15 8.5.15 Establish inactivity settings to
minutes of inactivity lock workstation
Regularly Monitor and Implement automated audit  10.2.1  Audit file system access on
Test Networks trails to reconstruct Windows servers
individual user accesses to
cardholder data
Implement automated audit  10.2.2  Audit actions taken in Active
trails to reconstruct all Directory
actions taken by an
individual with
administrative
privileges
Regularly test security Test security controls, 11.1 Report on security settings,
systems and processes limitations, network changes, and exceptions
connections, and
restrictions routinely to
make sure they can
adequately identify or stop
any unauthorized access
attempts.
Deploy file integrity 11.5  Audit file system access on

monitoring software to alert
personnel to unauthorized
modification of critical
system or content files

Windows servers
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SOLUTIONS SUMMARY

ScriptLogic software solutions give organizations the tools they need to evaluate, secure and
audit all aspects of their Windows-based infrastructure, bringing their internal controls into compliance
with PCl’s Data Security Standard. It is important to note that data to be protected may exist within
Windows file systems, databases and even on SharePoint sites (as is appropriate to your environment)
and these systems need to be addressed to ensure compliance.

In order to bring an organization into compliance, there are a number of software solutions that
need to be considered. No single software product can make a company compliant, but software tools
play an essential role in helping manage internal controls. ScriptLogic’s software solutions provide the
power to implement, maintain and report on internal access and security controls with minimal
additional administrative burden.

ScriptLogic solutions that assist with PCI DSS compliance

Active Administrator Comprehensive Active Directory management solution
that reduces the complexity of Active Directory security,
delegation, group policies and recoverability.

Enterprise Security Reporter Reporting solution that generates instant, formatted

Enterprise Security Reporter for SharePoint  reports on file permissions, users, groups, group
memberships, printers, file shares, password
weaknesses, security policies, and more.

Security Explorer Security management solution that fixes, reports,

Security Explorer for SQL Server searches, cleans-up and backs up all security settings on

Security Explorer for SharePoint file servers, SQL Servers and SharePoint servers. It also
manages service and task security and settings.

File System Auditor Centrally audits, reports and alerts on Windows file
system activities.

Desktop Authority Comprehensive desktop management platform that

provides centralized configuration, inventory, support
and security of Windows-based clients.

Patch Authority Ultimate Centralized patching solution providing both Microsoft
and select third-party patching of Windows desktops and
servers.

Together, these products enable companies to implement controls that secure systems
containing cardholder data, easily maintain those controls, and then report on their effectiveness, thus
fulfilling key requirements of PCl compliance.

The remainder of this paper provides examples of how ScriptLogic products enable
administrators to perform the necessary actions to ensure that the requirements imposed by PCl are in
place.
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BUILD AND MAINTAIN A SECURE NETWORK

PCl standards first mandate that “all systems must be protected from unauthorized access from
the Internet, whether entering the system as e-commerce, employees’ Internet-based access through
desktop browsers, or employees’ e-mail access.” This covers a number of actions to be taken by IT; in
essence, every one of your desktops and servers, as well as your Active Directory all needs to be
considered within the context of this mandate.

Example 1: Configure the Windows XP Firewall

Requirement: Install and Maintain a Firewall Configuration
ScriptLogic Solution: Desktop Authority

While corporate firewalls are the initial topic of discussion by this requirement, securing the
firewall built into Windows XP and Windows Vista will further enhance the intended protection desired
by this requirement.

Desktop Authority can centrally configure the Windows Firewall settings, enabling IT to quickly
and easily establish the desired security settings, as shown in Figure 1.

Wwindows Firewall:

v Display a notification when Windows Firewall blocks a program
[V Enable File and Print sharing

[ Daon't allow exceptions (inbound firewall only]

[ Allow outbound connections [Wista waorkstations only)

I Enable j I
— Exceptions f
Action | Exception | Type | Scope | D ezcription | r
Open 80 TCR 0 “Web Services
Open 443 TCP 0O Secure Web Services
Cloze 25 TCP O
Add F ity [elete i

pS TIPSR S Cr i S R g Sy

Figure 1: Centrally configure the Windows Firewall on your workstations
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Example 2: Managing Services
Requirement: Disable Unnecessary Services
ScriptLogic Solution: Security Explorer

Services on Windows desktops and servers may provide access through currently unknown
breaches in security. Disabling unnecessary services will help to limit the potential exposure those
services may possess.

Security Explorer, in addition to centrally managing NTFS, Share, Registry and Printer
permissions, manages Windows services. Figure 2 shows how a simple query of services based on
criteria such as the service account name, the service name, startup type and more will result in a list of
services that can be managed. With Security Explorer, the resultant set of services can be
simultaneously managed, also shown in Figure 2, such as disabling the selected services.

?-5' Security Explorer 6.6.0 - |EI|5|

File Wiew Security Search Tools Help

SeELD ) I IXERBRST TS 28 Gle

BeliceiSectity | = service Security Search [SCRIPTE[ATq A
; Service Search Criteria
& ogory ant iz equal to 'DEM Service Search Criteria [1] I
a Search Scope
“ ] i My Computer [DEMODCT) Select the field to search: Select search operator: Enter value:
I.,_J Logon Account j I- Is equal to j I DEMOAdminiztrator j_
9% pProper ies (5 Service(s) Selected) ﬂ
€ Start Search | 2 Clear Results | i
- - e;sf;) IActive Administrator AD Object Backup Service j
[romain | Computer | Display M
» DEMO DEMODCT Act!ve Adm!n!stl Gereral | LogOn | E— | T |
» DEMO DEMODCT Active Administ
# DEMO DEMODCT Desktop Author .
= DEMO DEMODC ESR3 Discover E::ﬂ:.‘i'l I.ﬁctive Adriniztrator 4D Object Backup 5 ervice
» DEMO DEMODCY MSSOLSDESK :
¥ DEMO DEMODEY MSSOALSERVE Name: IﬂDBkDSVC
= DEMO DEMODCY SOL&gent3DES o
» DEMO DEMODCT Active Adminish Deseription: SeriptLogic Corporation - Active Administratar’s AD
E l:l E ‘bI nFMN NFRANNE Iapmm & drminish Object Backup Service
¥ Add Scope | =1 Add Criteria | gl Save | Type | Domain | Name
5% SavedSeaches | “‘Pitllow  NTAUTHORITY G SYSTEM
=5 Saved Searches Fath ta m " - . . -
__ 'J Predefined Searches i Allowe BUILTIM &1 Administratars Ewecutable: I C:\Program FileshScriptlogic CorporationtActive Adr{w]
-l User Searches T Allow NT AUTHORITY @ INTERACTIVE )
2 Al ’ Shatus: I » Started
T Allov NT AUTHORITY @ SERVICE
] Bmwse\l_)sggarchl [ ] status | Thallow  NTAUTHORITY @ Authenticated |
,,,,,,,,, —ﬂ Allow BUILTIM & Server Operato ¥ Change Startup Type
@E i Jub .'-'- A ow
'jg =2 - =] «.}j o ~lla | ?;‘E;L:JD Automatic j
Automnatic
‘ @ Stop || Ready H 8 Grant | & Revoke |m§. M M arwial
I%E'JSecurity Explorer 6,0.0
WBRMING: Yiou are viewing properties for more than one Service. [F pou make a
change then it will be applied to all zervices and nat just the service on dizplay.
[™ Restart service(s] after making changes 0K | LCancel |

Figure 2: Services are queried using the Search field based on several Service-specific criteria
and the results can be modified at once to modify service startup types or other properties
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MAINTAIN A VULNERABILITY MANAGEMENT PROGRAM

After the strong foundation of the network is established, constantly protecting it against
vulnerabilities is a priority to maintain security for cardholder data.

Example 3: Scan for Known Spyware on Desktops
Requirement: Protect Against Malicious Software
ScriptLogic Solution: Desktop Authority

In an organization with tens, hundreds, or even thousands of desktops, a standalone anti-
spyware application is not a viable solution. Desktop Authority (DA) provides an enterprise-scalable
platform for configuring and securing desktops from a central interface. DA’s Spyware Detection and
Removal option empowers administrators to centrally scan, remove and report on any found Spyware
utilizing DA exclusive Validation Logic to select who will receive the configuration. Figure 3 shows the
configuration options available and Figure 4 shows DA’s Spyware reporting capabilities.

—Scantype————————— —WYarnants to exclude

[V Scan memary

IE:-:haustive Scan 'I

W Scan registry
¥ Scan local disks
[T Scan removable disks

—Scan options

Mirimum threat lewvel:

| Low i Add ey | |

Action to take:

IQuarantine j [T Automatically delete quarantined variants older than I daps.
VY TR Y L e dobas. ‘h___.*“"l\ﬁ_“*-.q_

Figure 3: Desktop Authority’s powerful Anti-Spyware option is comprised of
flexible options mixed with multiple configurations using Validation Logic
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- DESKTOP
KeTioic] AUTHORITY

Anti-Spyware Activity

Report Parameters: Variant Last Detected Start Date: 1/1/1900, Variant Last Detected End Date: 12/31/3000

Threat Level: Severe
Variant Name: Conscorr Category: RAT Last Action: 9/21/2005 3:24 PM

Description: This malicious program is designed to download programs from the internet, including dangerous viruses and parasites. Itis
reponsible for infecting machines with large amounts of other spyware and adware; this exploitation does not require any user inte

Computer Name Infection File Name Infection Path Action Result Action Time
DESKTOP1 CONSCORR.EXE CADOCUMENTS AND REMOVE SUCCESS 9/21/2005 3:24 PM

SETTINGS'ADMINISTRATOR
ZK3DOMAIN\DESKTOP\SAMPLE
SPYWAREY

DESKTOP1 CONSCORR EXE CADOCUMENTS AND REMOVE SUCCESS 9/21/2005 324 PM
SETTINGSITESTER\DESKTOP\SPYWA
RE\SAMPLE SPYWARE\

Threat Level: High

Variant Name: nCase Category: ADWARE Last Action: 9/21/2005 3:24 PM
Description: No Description
Computer Name Infection File Name Infection Path Action Result Action Time
DESKTOP1 180AX EXE CADOCUMENTS AND REMOVE SUCCESS 49/21/2005 3:24 PM

SETTINGS'ADMINISTRATOR.
2K3DOMAIN\DDESKTOPVSAMPLE
SPYWAREY

DESKTOP1 180AX EXE CADOCUMENTS AND REMOVE SUCCESS 49/21/2005 3:24 PM
SETTINGSITESTER\DESKTOP\SPYWA
REVSAMPLE SPYWARE\

R e e e e e VSRR R

Figure 4: Centralized reporting ensures IT is aware of the Spyware outbreaks and their removal

Example 4: Apply Patches to Workstations and Servers
Requirement: Ensure the Latest Vendor-Supplied Patches Have Been Applied
ScriptLogic Solutions: Desktop Authority, Patch Authority Ultimate

Once a patch is released by Microsoft to secure a known vulnerability, the average time it takes
for an exploit to rear its ugly head is as little as 0 days! In order to ensure machines accessing cardholder
data are secure, patching needs to take place as soon as possible, once a patch is released. DA’ s Patch
Deployment for Desktops option, shown in Figure 5, patches desktop machines based on product and
patch severity utilizing DA’s exclusive Validation Logic to establish patch deployment granularity for
testing or general availability of a patch.
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IDepon By Individual Patch j
= - 1) Fii = Dishibution zervers
: e ] Critical % Automatic selection
i [ Important " Use specific server(s]:
[T Moderate =l
— D Law I de
e [Z Mot Rated
= [ Product Filters = Automatically pre-download patch files to
- [ Intemet Esplorer distribution servers.
-] [ Internet Information Services
I [ Microsoft Office ¥ I requested patches are not avaiable on the
ST £ Miscellaneous client machine, suzpend the logon/logoff process
i until they are downloaded,
F 8 EE E::z:zg:i 1 = MOTE: Thiz may delay the logon/logoff process.
4 | 3
140 Froducts Found
Deplay | Fatch Mumber | Bulletin ID | Froduct(z] | Title il
a Q303835 M5S01-028  Office XP Install Point Gold Outlook, Wiews Control Expoges Unzale Functionality
O 0303835 MS01038  Outlook 2002 Gold Outlook. Wiew Control Exposes Unzafe Functionality
O [ 306605 MS01-050  Office 2P Install Point Gold Malfarmed Excel or PawerPaint Document Can Bypass b
O [ 306605 MS01-050  PowerPaint 2002 Gold Malfarmed Excel or PawerPaint Document Can Bypass b
O [ 30EE0E MS01-050  Ewcel 2002 Gold Malformed Excel or PowerPoint Document Can Bypass b

o MW-&—M‘MM:KM?LW H.HIJMWMM"_‘“M#M‘“#1
Figure 5: Patching both Microsoft and 3'd-party solutions is a critical step to managing your risk

If you prefer a solution that patches both desktops and servers, ScriptLogic’s Patch Authority
Ultimate will patch Microsoft operating systems, enterprise applications (such as Exchange, SQL, etc),
Microsoft applications (such as Office) and select 3™ party applications centrally.

Example 5: Test New Patches

Safeguard: Testing all Patches Before Deployment
ScriptLogic Solution: Desktop Authority

Before a patch is deployed to the entire organization, it should first be tested to ensure it will
not cause a disruption of service (namely the user’s workstation). Desktop Authority’s patented
Validation Logic allows the deployment of patches (as well as any configuration element within Desktop
Authority) to be limited in scope, facilitating a pilot test of the deployment.

Figure 6 shows a simple example of limiting patches based on group membership, but Validation
Logic extends to class of machine, OS, connection type, computer/user name, Active Directory
Sites/OUs, IP addressing, Thin Client settings, and more. Once a patch is determined to be safe for
general use, the Validation Logic can be broadened to include a larger user base, up to the entire
organization.
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—Validation Logic Rules Class

[ Desktop

¥ Fartable

[ Tablet PC

[T Embedded

= Tem Serv Client
[T tdember Server
= Domain Controller

Operataor | Type | Walidation |
IF Cornputer Graup — PatchT estworkstations
AMD Group ComputerS avwyl)zers

- 05
[ 95 W 2000
98 W =P

T Me [T 2003
¥ NT ¥ vista

— Connection Type
¥ LN W Dialup

— Timing

[T Logan
[ Logoff
™| Refresh

Add b iy Delete < 0OR (:,d\

[ Dizable thiz element regardiess of validation

Lunm-'h-\s..n-—n‘

1

B R T SR S s

Figure 6: Patches can be deployed to a limited test group of machines and users based on over 40 criteria.

IMPLEMENT STRONG ACCESS CONTROL MEASURES

Once the network is protected from outside influences, the next step is to ensure users within
the organization only have proper access to resources. This starts with Active Directory and finds its way
down to the files and folders potentially containing cardholder data.

Example 6: Establish Proper Security in Active Directory

Requirements: Limit Access to Resources and Cardholder Information,
Control the addition, deletion, and modification of user IDs
ScriptLogic Solution: Active Administrator

At the heart of almost all Windows-based networks, Active Directory manages the security and
privileges assigned to employees within an organization. ScriptLogic’s Active Administrator offers a
range of functions that enable effective management of these privileges. Two functions covered in this
paper are reactively searching for over-privileged users in Active Directory (who can potentially grant
inappropriate access to cardholder resources via group membership) and, more importantly, proactively
establishing consistent permissions to ensure this never happens.

Active Administrator provides the ability to search for and generate reports on permission
settings, as shown in Figure 7. These can be used to identify and restrict over-privileged users,
preventing security risks such as:

e Unauthorized creation and modification of user accounts
e Changed group memberships to gain access to secured health records
e Addition of new computers into domains
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Search Path; I LDAP: /fdemodcl . demo.Jocal/DC=demo, DC=local

Accounty  Acoess Types I Generic Hightsl Extended Rightz | Object Classesl
[ Inchide A1 ACE Types in Active directarny

| I Include Detault ACEs |

ACE Type

Stop |

Clear all |

Allaw
Deny

O Inherited Allow
O Inherited Deny

Create Report |

Object Mame | Type | Accounk | Permissions | Applies To | ADsPath :l
@demo Allow Adrninistrator ... Delete Objects,... This object and ... demo.local -t
@demo Allow Tech 01 (tech0.., Create Al Child ... This object and ... demao.local

Pl depno, o s B a2 wFchanma Srkar |, Raad S o Mlaran lngeie P i

Figure 7: Optionally hide default permissions supplied in the AD Schema, making it easier to see added permissions.

The root of all access to cardholder resources lies within Active Directory: access to cardholder
information on a server is granted via a group membership, whose membership management is assigned
to an individual within IT, who was granted those permissions by an AD admin. So you see, it is
important that your delegation of responsibility with AD be consistent. Active Administrator's Active
Templates simplify control over the delegation of user rights in Active Directory, as shown in Figure 8. For
example, Active Templates can be used to quickly delegate admin tasks such as the ability to update user
information or group memberships to department managers and junior administrators.

Active Templates harness the power and granularity of Active Directory without the complexity
and guesswork of dealing with lists of user rights, and can be easily granted and revoked. Active
Templates ease the job of the IT Administrator using Active Directory to comply with PCI requirements.

#% Active Administrator™

File Security Group Policy Help

ﬁ Group Policy History |
‘E% Active Directory 5ecurity

ﬂ Resultant Set of Palicies [R5aF) |
% Active Templates

Group Palicy Objects by Container
| Active Dirzctory Auditing

| Client Side Troubleshooting
| @ Group Policy Dbjects

=]

ILDAP: Hjon2003svr. salesdemo. local/0U sAccounting, 01 =5 slesDemo.D C=zalesdema, D C=local

" Current Active Directory path

~ Managed Servers

— LContainer Objects

{8 Damain Cantrallers
D ForeignSecurityPrincipals
D Infrastructure

D LostandFound

D MNTDS Guotas

CI Frogram Data

B SalesDema

E@ Accounting

!ﬁ lceountingGoup
: ﬂ Accounting Repl
ﬂ Accauntzhigr
@ Computers

@ Development

{£] Executive

{21 Human Resources

E@ zalesdemn. local ;I

M ame | Type
-2 Builtin laccountinglGroup Graup
+ -2 Computers !3 Accounting Repl Uszer

!3 Accountshdgr Uszer

 Object Permissions

T Native Permission

Owner: |Domain Admins [SALESDEMONDomain Adming]

¥ Allow inheritable permissions from parent to propagate to this object

% Active Templates Permissions |

Set Owner |

Acoount:

| Active Template:

€ Accounts Manag

€ Accounts Manag
€ Accounts Manag
€ Accounts Manag
€ Accounts Manag
€ Accounts Manag

€ Accounts Managd ..

. _5 Users - Modify all uzer information

_5 Contacts - Create, delete and manage Contacts
. _5 Groups - Create group accounts

. _5 Groups - Create, delete and manage group acc...
. _5 Groups - Delete group accounts
. [A
. [A

Groups - Modify the membership of a group

4]

Users - Create, delete and manage user accounts  Co

ity all properties [phone numbers, et
te, delete and manage Contact objects
te group objects within the delegated co
te, delete and fully manage group objec
te group objects within the delegated co
ify the group memberships of all group o
te, delete and manage user objects witk

i

Figure 8: Each Active Template grants or revokes permissions consistently, simplifying delegation
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Active Administrator can be configured to enforce the permissions assigned via Active Templates
when changes are manually made to potentially circumvent established security standards. A service
monitors all permissions delegated through Active Templates and can a) notify IT via email, b) re-enforce
the delegated permissions or c¢) both.

The delegation of permissions not only assist in compliance with Requirement 7 (limiting access
to resources), but also Requirement 8.5.1 (controlling user IDs, credentials, etc).

Example 7: Assess Permissions to Resources

Requirement: Limit Access to Resources and Cardholder Information
ScriptLogic Solution: Enterprise Security Reporter, Enterprise Security Reporter for SharePoint

Enterprise Security Reporter scans a network of Windows servers, Windows workstations and
SharePoint sites and analyzes the results using over 160 customizable, turn-key security reports. These
reports are vital tools to help with the assessment of permissions needed to properly limit access. These
reports also provide a formatted analysis of the security controls in place if needed during a review of PCI
compliance by third parties.

As an example, the analysis of file permissions can be done using the “Delta Permissions
Reporting” function, which only shows file and folder permissions which differ from the parent folder to
make it easier to identify all permissions which have been “added” to the inherited NTFS permissions, as
shown in Figure 9. The result is that this report is an essential report for tracking down over-exposed files
and folders, which might reveal a breach of intended security.

Path/Object Name ,
Account Type Permissions 1
+ NT AUTHORITY\METWORK Allowed  Special (RWX)(RWX)(RX) ‘
- DEMO\Domain Admins {Designated administrators of the domain) Allowed i
\\2003SVR\C$\SHARES\USERS\securityexplorer.try\dir02.try\ ‘
- DEMO\Domain Admins (Designated administrators of the domain) Allowed 'i
\\2003SVR\C$\SHARES\USERS\securityexplorer.try\dir03.try\ 4
—DEMO\Romain Admins (Resignated sdninistrators of the domain) Allgwzd 3
+ DEMO\Guests (Guests have the same access as members of the Allowed Change (RWXD)(RWXD){RWXD) ;
Users group by default, except for the Guest account which is further %
restricted)
T N20035VR (S \SHARES \USERS \securityexplorer.try \dir03.try \subdir0 2.try | r
+ DEMO\Users (Users are prevented from making accidental or Allowed Change (RWXD)(RWXD){RWXD) -
intentional system-wide changes. Thus, Users can run certified i
applications, but not most legacy applications) i
\\2003SVR\C$\SHARES\USERS\securityexplorer.try \dir03.try\subdir03.try\ 4
+ {5-1-5-32-547} Allowed  Full Control (AI(AIN(AIN }
\\2003SVR\C$\SHARES\USERS\securityexplorer.try\dir03.try\subdir03.try \dir03.try\ {l
+ DEMO\Users (Users are prevented from making accidental or Allowed Read & Execute (RX)(RX)(RX) p
|nter_1t\0r_1al system-wide changes. Thqs, Users can run certified ;
applications, but not most legacy applications) .
\\2003SVR\C$\SHARES\USERS\securityexplorer.try\dir04.try\ g
- ane DEMOQIDOMAIN Admins,(Designated administrators.of the.domaie), ... Allowed .~ k...-m_..._.-nﬁ...]

Figure 9: Unusual permissions (such as granting access to the Guests group) can easily be found

Also, diving into the specific permissions assigned to resources will further enable you to assess
the state of security. Enterprise Security Reporter’s ability to collect and report on SharePoint security
dives all the way down to specific items stored on a SharePoint site. For example, the Site Item Explicit
Permissions report, shown in Figure 10, highlights the permissions assigned to users and groups to give
them access to SharePoint resources that may contain PCl-related data.
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Site Item Explicit Permissions Report 12/4/2007 Z:08:55 PM

Type Item
Account Permission Level

Selected Site(s):
htip#webapp1_gatest local/sites/accounting

http:/'webapp1.qatest.local/sites/accounting

http:/fwebapp1.gatest local/sites/accounting Discovery Date: 12/4/2007 2:07:22 PM
List Converted Forms [ Inherited
Administrator (QATEST\administrator) Full Control
MOSS User (muser@aqatest.local) Full Control
List Shared Documents [ inherited
Accounting Members Contribute
Accounting Owners Full Control
Accounting Visitors Read
Custom Accounting Group Read
Custom Accounting Group Contribute
Viewers Wiew Only
Kenneth Irelan (migratedkirglan@qatest local) Read
Charles Clendenen {migratedcclendenen@qatest local) Read
Charles Clendenen (migratedcclendeneng@qgatest local) Contribute
Charles Cope (migratedccope@aqatest.local) Contribute
Charles Cope (migratedccope@aatest local) Read
MOSS User (muser@aqatest.local) Limited Access
Barry Bidwell (migratedbbidwell@gatest local) Read
S uo[]n 'ﬂi‘?ﬂ'\’-_"lg_@em'sramﬂ%iﬂﬁa') o aeadi o C-Eﬂt—n-lmi,_..m__‘r* - o

Figure 10: Quickly identify access to SharePoint resources

Example 8: Centrally Establish Permissions

Requirement: Limit Access to Resources and Cardholder Information
ScriptLogic Solution: Security Explorer, Security Explorer for SQL Server, Security Explorer for SharePoint

Cardholder information can reside on Windows file systems, inside SQL Server databases and on
SharePoint sites. While these servers can be secured in a one-off fashion, the consistency desired by
Requirement 7 can only be accomplished by using a solution that will both centrally establish
permissions and be able to replicate the permissions across multiple servers, file systems, databases and
SharePoint sites.

As shown in Figure 11, Security Explorer can not only search for and manage permissions, but
permissions can be cloned to maintain consistency. This allows IT to easily establish both grants and
denials of permissions not just centrally, but consistently across all your servers.
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'd Browse I\/J Search I\J Status I
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j eﬁol Set | Reset “m

Mame | Type | Path | Cor =
I Activeddministrator Standard Share MWOEMODCAC$ Progra...  She
fd Images Standard Share WWOEMODCKCEsImages
(=t Installs$ Standard Share WWOEMODCACE Installs
= LOGS$ Standard Share WWOEMODCKCEProgra...
=t MSIStudicSharedDirectony Standard Share SWOEMODCACEAMSISE., M5
f=d METLOGOMN Standard Share WWOEMODCAESWWIMD...  Loc
e prinkE: Standard Share SMWOEMODCACSWIMD... Prir
(=4 Shared WWOEMOD

1]

Object: I Shared
™ Show Cluster File Shares

T Allow <Mone: & Evenone “ft Fead and Execute
{;5 Aflow BUILTIN 0 Administrators {;5 Full Cantrol hiz sh
4| i

Status: Ready

) Reload ||

&% Grant |a§. Hevokel] &.-} Clote |h[ﬁ0ntents| < Modify | X Delete |
| |

I@Security Explorer 6.6.0

|Objects =13 |Permissi0ns =2 .

Figure 11: Centralized Assignment and Cloning of permissions with Security Explorer

ASSIGN UNIQUE IDs TO EACH PERSON WITH COMPUTER ACCESS

This requirement is key to ensuring that only appropriate users access cardholder data and that

audit trails of activity are accurate.

Example 9: Report on Inactive Users
Requirement: Remove inactive user accounts at least every 90 days
ScriptLogic Solution: Enterprise Security Reporter

Removing inactive users keeps overlooked accounts from creeping back onto the network and
potentially accessing cardholder data. This is a simple matter of reporting on last logon date. Enterprise
Security Reporter, among its other 160+ turnkey reports, can quickly determine which users have not
logged on within the 90 days (or shorter durations if specified) in order to take action on those accounts,

as shown in Figure 12.
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No LOgOn Report SHTI2007 2:24:13 PM

\Cbb &
Account Last Logon Date #of Logons & of
SN Y

Selected Domainisk
demn. ocal

Selected Date Range:

Mat In The Past 30 Days
demo.local Discovery Date: 3782007 3:44:59 PM
Bob Smith (hemith@dema local) 2M52007 22518 PM M| ] O
Jim Jones (jiones@demolocal) 2/Bi2007 5:47:05 PM 9 00
Ryan Allan (rallanig@demo local) 262007 5:47:12 FM 15 OO

B Uy T RV SR PRE LS AR ST SN S
Figure 12: Quickly report on users who have not logged on within 90 days

Example 10: Managing Service Account Passwords
Requirement: Change user passwords at least every 90 days
ScriptLogic Solution: Security Explorer

While most organizations take advantage of the default options to require users to change
passwords, the most elevated accounts remain with password unchanged for countless days or months
— Service Accounts. Often privileged with Domain Admin group membership, these accounts rarely have
their passwords changed due to the sheer magnitude of work it would take to update, say, 20 services
on 50 servers every 90 days!

As previously mentioned in this whitepaper, Security Explorer manages Services and the
accounts using them. With Security Explorer, a simply query of services using a particular service
account or containing a part of a service name (such as “SQL”) will result in a list of services that can be
simultaneously managed, as shown in Figure 13, where the service account passwords can be changed.
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9% Properties (10 Service(s) Selected) x|
{éﬁ:' I.t’-‘«ctive Administrator Security Log Monitor j

General Log On

Recovery | Dependencies |

v Change Log On
Log on as:
~ Local System account
[T llow service to interact with desktop
" Local Service account
" Network Service account

& This account;

Account | DEMO\NewSvadect |
Pazswiond: I pro—
Confirm: I J——

WARMIMG: You are viewing properties for more than one Service. [F you make a
change then it will be applied to all services and nat just the zervice on display.

[~ Restatt service(s] after making changes Ok, LCancel

Figure 13: Multiple Services can be modified at once to modify service account passwords or other properties

Example 11: Locking Inactive Users
Requirement: Lock workstation after 15 minutes of inactivity
ScriptLogic Solution: Desktop Authority

Automatic locking of a user is required to ensure the protection of cardholder data when an
authenticated user leaves their workstation without logging-off or locking it. Desktop Authority offers
the administrator a highly configurable method for ensuring user lockout, logoff or even shutdown after

a specified period of inactivity, as shown in Figure 14. This works on all PCs running Windows 95, 98, Me,
NT4, XP, 2000, 2003 or Vista.
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Figure 14: After a specified period of inactivity, users can be locked, logged off, shutdown or rebooted, as desired.

REGULARLY MONITOR AND TEST NETWORKS

It’s not enough to simply setup what is believed to be a secure network; the security must be
consistently tested to ensure its intended level of control is being maintained. This is primarily
accomplished through audits of access to sensitive data systems which can include both Windows
servers and Active Directory.

Example 12: Audit File System Use

Requirement: Implement Audit Trails of access to cardholder data
Deploy file integrity monitoring software

ScriptLogic Solution: File System Auditor

Since cardholder information can find its way into formal letters, accounting spreadsheets, etc,
it is vital to proactively have in place a solution that will detect, and notify IT of access (and denied
access) to protected information. File System Auditor monitors all file system activity on Windows
servers and centrally secures the logged activity information into a secure SQL Server-based audit trail.
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Activity can be reported on (as well as scheduled to be emailed when it occurs) using very simple to use
criteria, shown in Figure 15.

Edit Audit Reporting Filter =

—Date Time Filker

& Report file systemn events For the Following nomber of hours:

Manres Il Edit Audit Reporting Filter x|

—Ewents Filker

" Report file system evel

 Include Al Everts " Exclude Selected Events

Date | Time From: Event Name [ =]

File Events
En May, 200

Sun Mon Tue Wed Th O fiFie - Creatsd
S =0 1z 3 O 7 File - Deleted
& 7 & 9 1 ||O1dFk-Moved
13 14 15 16 11 || [ (@Fie - Renamed
e 2t 2z 23 2 | 7 (i File - Madfied Security

27 25 29 30 3 [aa -
S 4t s 3 DJFHE Read

File - Modified
[IToday: 5/25/2 a ﬁ
O B File - Access Denied (Creating)

|12:DD A O [ File - Access Denied (OpeningfModifying)

Folder Events

O 'Qj Folder - Created
[ & Folder - Deleted
1 &1 Falder - Maved j

Ok I Cancel I

Figure 15: Selection of auditing criteria is a simple process.

Criteria is based on six elements, each graphically represented to promote a fast and simple
method of retrieving audit results, as shown in Figure 16.
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[E ScriptLogic File System Auditor [Report Configuration Console]

=10 ]

File  Wiew  Tools  Help
E?}_‘ Mew Report a @ Stark Page: @ .
Reports . DemoDC File Auditing

| ] DemoDC File Auditing

Database Connection

Report Filker Results

Selected Report Filker

__i Change database connection settings - > Date/Time Range: ITuesdayJ Maw 01, 2007 12:00 & _I
o S0L Server Instance: “( Users: |[AII Users] _I
Il::'EI\‘IIC'I::'C Ewertts: I[A" Events] _I
Database Mame: Paths: I[AII Paths] _I
|SLF|IeAud|tor Processes: I[,q|| Processes] _I
Authentication Mode:  Windows Servers: I[,qll Servers] _I

Not Scheduled

Display First 1000 of 24 Events | Retrieve By Time Generated Desc - 1.%‘ Refresh D Wiew Report =
Server Name | Time Generated Account | Ewvent | Path | Rename Path A_
DEMODC [DEM B/29/2007 3200 Administrator [DE Folder - Modified C:ATest\Mew Fold

DEMODC [DEM B/29/2007 320:1  Administrator [DE Falder - Modified C:ATest\Mew Fold

DEMODC [DEM B/29/2007 320:1  Administrator [DE Folder - Access D CATest\Mew Fold

DEMODC (DEM B/29/2007 2:201  Administrator [DE Folder - Modified CATest\Mew Fold

DEMODC [DEM B/23/2007 2200 Administrator [DE Folder - Modified C:ATest\New Fold

DEMODC [DEM B/29/2007 320:1  Administrator [DE Folder - Access D CATest\Mew Fold

DEMODC [DEM B/29/2007 320:1  Administrator [DE Falder - Modified CATest

DEMODC [DEM 5/29/2007 3201 Administrator [DE Folder - Modified C:hTest _lj
|« | »

Figure 16: File system activity is centrally audited providing a trail for compliance use

The auditing of file system activity not only assist with meeting the needs of Requirement 10,
but also meets Requirement 11.5’s need to alert IT to unauthorized modification of critical files.

Example 13: Auditing Active Directory Usage

Requirement: Implement audit trails of actions by individuals with administrative privileges

ScriptLogic Solution: Active Administrator

A review of security changes in an organization’s IT systems, as well as the ability to audit and

analyze security settings for potential risks is required by the PCl standard, which includes Active

Directory. Active Administrator takes analysis of Active Directory audit logs to a new level, combining

and filtering logs from all domain controllers, storing them in a centralized secure database, and

providing powerful reporting capabilities. This can be used to track new delegations and permission
changes, the creation, modification and deletion of Active Directory objects and who made the changes,
as shown in Figure 17. It also allows for long term storage of audit logs without the need for enormous

event logs on individual servers.
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% Active Directory Audit Report

Summary: 23 Alertis)
Date Range: Bebween 36,2006 and 3202007 11:59:59 PM

User{s): 'DEMOYAdministrator
Ewent{s): <all Events>
Server{s): <Al Servers=

Desc. Mask: =Mo description Filter =

4/5,/2006 2
Date/ Time: Lser: Event:
E| 4/5/2006 2:29:02 PM Administrator User - Account Changed

{DEMOD" ad ministrator)
Desc:  User 'DEMO\Administrator’ was changed (-) by ‘Administrator (DEMOAm inistrator) on 'DEMODCL" at '4/5/ 2006 2:29:02
PR’

4/3,/2006 1
Date/ Time: Lser: Event:
E| 4/3/2006 10:07:08 AM Administrator Group - Local Group Changed

{DEMOD" ad ministrator)

Desc:  Local Group 'DEMOVESR3_Report_administrator’ was changed by 'ddministrator (DEMOCYAdm inistrator)’ on 'DEMODCL" at
‘4312006 10:07:08 an'

4/3/2006 10:07:08 AM Administrator Group - Local Group Created
{DEMO" administrator)

Desc:  Local Group 'DEMOVESRI_Report_Administrator' was created by "administrator (DEMOVAdministrator) on 'DEMODCL at
‘4312006 10:07:08 Am'

4/3/2006 10:04:52 AM Administrator Group - Local Group Changed
{DEMO" administrator)

Desc:  Local Group 'DEMCAESRI_Reporter’ was changed by “administrator (DEMO\Administrator)' on 'DEMODCL at "4/3 /2008
i, e !_Hw:? 4__5‘%"&“1"“*‘-&-\ S b O it kel et A e T o
Figure 17: Active Administrator provides centralized reporting on all Active Directory activity

Active Administrator also provides the ability to track and audit changes in Group Policy Objects
(GPOs). It shows the history of changes to GPOs and who made them, and allows the administrator to
compare any two GPOs in history to see what was changed and undo changes if desired, as shown in
Figure 18.
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Edit GPO |

B e SRS e PR R e S
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-85 | é FErint... | | | % | B m | Q @I1UUZ 'I -’F-: ‘Ifi I-I-’rI | K3 Back &3 Fonward
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23 audit Palicy
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Figure 18: Reviewing Group Policy management activity with Active Administrator

REGULARLY TEST SECURITY SYSTEMS AND PROCESSES

This requirement is important because it introduces the concept that new vulnerabilities can be

introduced. While usually this concept conjurs up thoughts of hackers and viruses, it should be
considered that a new vulnerability can be as simple as someone new to the organization has left their
password on a post-it note on their monitor. Testing the security regularly ensures there are no
“surprises.”

Example 14: Report on Security Settings, Changes and Exceptions
Requirement: Test security controls and limitations
ScriptLogic Solution: Enterprise Security Reporter, Enterprise Security Reporter for SharePoint

Testing the controls in place can require countless hours of data collection, sorting through the
data and determining the state of security. Enterprise Security Reporter automates this task and turns
days into literally minutes. Its agentless discovery engine will collect security-related data sets from
Windows servers, Active Directory and SharePoint and provides over 160 turnkey reports, shown in
Figure 19, to verify and validate the state of security.

Special reports, such as the Snapshot Comparison reports show the changes in security to
identify any irregularities in administration that may leave cardholder data exposed.
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Figure 19: Enterprise Security Reporter has over 160 turnkey reports to test the state of security
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concuusion

The PCI Data Security Standard requires considerable effort by organizations to bring their
administrative and technical systems into compliance. Many of the increased security and system
maintenance requirements fall squarely onto the shoulders of IT administrators, who need tools to
ensure the security of cardholder data across their enterprise.

The requirements of the Data Security Standard imply the need for a wide variety of IT solutions
including Active Directory security, NTFS file security, desktop management and password management
tools. Furthermore, the need for continual evaluation of the extent to which security processes meet PCI
requirements requires extensive reporting and investigative capabilities.

ScriptLogic products give administrators the power they need to ensure cardholder security
throughout their Windows-based networks, and to scan and report on security settings to demonstrate
PCl compliance when required. This white paper has only touched a few key functions in ScriptLogic’s
range of solutions, but these functions and many more like them combine to enable IT administrators to
play their part in achieving their organization’s PCl compliance.

ScriptLogic solutions that assist with PCI DSS compliance
Active Administrator Comprehensive Active Directory management solution
that reduces the complexity of Active Directory security,
delegation, group policies and recoverability.

Enterprise Security Reporter Reporting solution that generates instant, formatted

Enterprise Security Reporter for SharePoint  reports on file permissions, users, groups, group
memberships, printers, file shares, password
weaknesses, security policies, and more.

Security Explorer Security management solution that fixes, reports,

Security Explorer for SQL Server searches, cleans-up and backs up all security settings on

Security Explorer for SharePoint file servers, SQL Servers and SharePoint servers. It also
manages service and task security and settings.

File System Auditor Centrally audits, reports and alerts on Windows file
system activities.

Desktop Authority Comprehensive desktop management platform that

provides centralized configuration, inventory, support
and security of Windows-based clients.

Patch Authority Ultimate Centralized patching solution providing both Microsoft
and select third-party patching of Windows desktops and
servers.

For more information on how ScriptLogic can help you achieve PCI compliance please visit
www.scriptlogic.com/pci, or contact your ScriptLogic sales representative or Authorized ScriptLogic
Channel Partner.
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